MeToanyeckne peKoOMeHaaUmnMm o pa3MeLlleHun Ha UHPOPMaLMOHHbBIX CTeHAaX,
ouLManbHbIX NHTEPHET-calTax u 4pYyrux MHGOPMaLMOHHbIX pecypcax
06w eobpa3oBaTesibHbIX OpraHM3ayLnmM U OpraHoB, OCYLLEeCTBAAKOWMX yNpaB/ieHne B chepe

o6pasoBaHuK, MHOpMaLMUKU 0 6e30nacHOM NOBeAEHUM U UCMONb30BaHUUN CeTU «AHTEpHEeT»

JkcneptaMn 1 uneHamun BpemeHHoll kKomuccum CoseTa Pefepaunn no pasBuTUIO
WH(OPMaLMOHHOrO 06LiecTBa B pamKax BbIMOAHEHUS pPEeKOMeHJauuii  napiameHTCKUX
cnylwaHuii  «AKTyanbHble BOMPOCLI 0b6ecneyeHns 6Ge3onacHOCTW U pasBUTUA aeTeld B
NH(OPMaLMOHHOM MPOCTpPaHCTBE», KOTOpble npownun B CoseTe ®egepauyunn 17 anpena 2017 r.,
Oblin  pa3paboTaHbl METOAWYECKME PeKOMEeHAAuuM O pasMeLlleHUM Ha WHPOPMaLMOHHbIX
CTeHfax, oO(uuManbHbIX  WHTEpPHET-calTax ¥  Apyrux  MHPOPMAaLMOHHLIX  pecypcax
o6uLe06pa3oBaTenbHbIX OpraHusauuii 1 opraHoB, OCYLLECTBAAKOLWMX YynpaBfneHne B cdepe
ob6pas3oBaHus, MHpopmauunm o 6e30nmacHOM MOBELEHUM W UCMOSIb30BaHMU CETU «VIHTepHeT»
(manee - meTogMyeckne peKkoMeHgaunn).

MeTogmyeckne pekoMeHZauuy HanpaBieHbl Ha KayeCTBEHHOE MOBbIWEHWE YPOBHS
WH(OPMALMOHHON  aeAaTeNbHOCTU  06WeobpasoBaTeflbHbIX — OpraHusauuMii M OpraHos,
OCYLLECTBNAIOLWNX YNpaBieHne B cepe 06pa3oBaHus, B YaCTU UHOOPMUPOBAHUSA YUaLUXCH, UX
poauTeneli (3aKOHHbIX MPeacTaBUTENER) N Nefarornyecknx paboTHMKOB 06 OCHOBHbIX acnekTax
NH(OPMaLMOHHON 6e30MacHOCTM.

MeTofgMUyeckne pekoMeHJauuy NO3BONAT 06LLe06pa30BaTeNbHbIM OpraHu3aunsaMm u
opraHam, OCYLWecTBASAKOWNUM YynpasneHue B cdepe 006pa3oBaHUsA, akTyanum3npoBaTb Yxe
MCcnonb3yemble Y pasMeLLeHHble MH(OPMALVOHHbIE MaTepuabl, TakK U NOLTOTOBUTL UX B ClyYae
MX OTCYTCTBMA C YYETOM lyULIUX NPaAKTUK Y PEKOMEHAALMIA.

B pamMkax meToAMUeCcKUX PEKOMEHAALNA pacCMaTprUBatoTCa Cefyolne MHCTPYMEHTI:

1. WHGOpPMaLMOHHbIE CTEHAbI;
2. omumnanbHble MHTEPHET-Pecypesl;
3. cpeAcTBa MaccoBOl MHGopMauuu (LKOMbHbIe raseTbl, Nefarornyeckue usgaHus

n gpyrue).

NH(OPALWLNOHHbIE CTEH/Ab
Ha  unHdopmMayMoHHbIX  CTeHAax B 06ue06pa3oBaTeNbHbIX  OpraHM3auusx,
pacnosnoXeHHbIX B (Doile yupexaeHWin n B KabWHeTax, OCHAWLeHHbIX MEePCOHabHbIMU

yCTpoWCTBaMM ,,T/11 BbIXOZa B Cerb «/IHTEPHET», PEKOMEHAYETCS PasMecTUTb UH(POPMALMOHHbIE



NamaTKKU, cofeprkalle OCHOBHblE COBETbI MO 06ECneYeHM0 UHGOPMaLMOHHON 6e30nacHOCTH
yyaluxcs.
B npunoxeHun Nel K MeTOLMUECKMM PeKOMeHJauusm npefcTasBneH obpasel, NamsaTKu

ANSt pa3MeLLeHns Ha MH(OPMaLMOHHbIX CTEHAAX.

CpefcTBa MaccoBoii nHgopmaLmm

B cpeactBax MaccoBoii  MHOpMaLUKW, OPUEHTMPOBAHHbLIX Ha 0byvaroLuxcs,
peKoMeHAyeTCs B TeYeHWW Y4eOHOro roja perynsapHo ny6/ukoBatb WHGOPMALUOHHbIE
maTepuasnbl, MOCBSALEHHble OTAENbHbIM acrnekTaM WMH(OpPMaLMOHHOW 6e30MacHOCTM, a TakXke
pasnnuHble NamAaTKU 06LLEro xapakTepa.

B cpeagctBax MaccoBOM  MHGOpMaLWMKM, OPWEHTMPOBAHHBLIX Ha Nejarornyeckyto
00LLEeCTBEHHOCTb, PEKOMEHAYeTCA B TeYeHWM KafleHAapHOro rofa perynspHo ny6nvMkoBaTtb
MH(OPMaLMOHHbIe MaTepuanbl, MNOCBALLEHHbIE OTAENbHbIM acnekTaM WHGOpPMaLMOHHONA
6e30MacHOCTU KaK HeCOBepLUeHHONEeTHUX, TaK 1 06L,e06pa3oBaTe/ibHbIX OpraHu3aLmil, a Takxe
pasnuuHble NamaTku, 0630pbl HOPMATUBHO-NPaBOBOrO pPerynvpoBaHus AaHHOW cdepbl U
NH(OPMaLMIO 0 aKTya/lbHbIX MEPOMPUATMAX M COBLITUAX B JaHHOI cdepe.

B xoge nposegeHusa EfuMHOro ypoka no 6e3onacHOCTM B ceTW  «UHTepHeT»
pekomeHayeTcs 06ecneynTb BbIMYCK TEMATUYECKOrO BbiMyCKa CpeAcTBa MacCoBOW MHGopmaLmm
nnéo cepum ny6aMKauuu, cpefy KOTOPbIX PacCMOTpeTb OpraHuW30BaHHble MeponpuaTUs ans

obyvawolmxcs, WX  poauTeneii  (3aKOHHbIX  MpeAcTaBUTENei) U Mefarornyeckoit

001, EeCTBEHHOCTMN.

OduumanbHble MHTepHeT-pecypehi
O6Le06pa3oBaTe/ibHbIM  OpraHM3aLusM PEKOMEHAYeTcs Ha CBOMX  O(ULMaNbHbIX
NHTepHeT-pecypcax 06ecneynTb (YHKLMOHMpPOBaHNE CaMOCTOATE/IbHOTO "
crneumanusnpoBaHHoro pasgen «W/HdopMaymMoHHas 6e30MacHoOCTb», B paMKax KOTOPOro

npeaycMOTPETb Pa3MeLLeHMe CNeayroLei NHpopMaLmu:

39 Haspgen/noapasgen ®opmart CofepXxaHune matepunanos
npeAcTaBneHnu
mMaTepunanos
1. JNokanbHble HOPMaTUBHbIE Konuun JoKyMeHTOB B Pa3MeLlaloTcs Konuu
aKTbl B clhepe obecrneyeHus (opmare ¢PDF [lOKYMEHTOB, T.e. CKRHUPOBAHHbIA
NH(OpPMaLMOHHOI

BapuMaHT AOKYMEHTa,

6esonacHoCTH COOTBETCTBYHOLLMNIA TPebOBaHUAM



obyyvalnoLLmxcs K napameTpam CKaHWpOBaHMA.
PasMellaloTca AOKYMEHTHI,
pernameHTupyroLne
opraHusayuto n paboty c
NepcoHanbHbIMM JaHHbIMY,
nAaHbl MeponNpuUATUA NO
obecneyeHUo MHPOPMaLMOHHOM
6e3onacHOCTK obyyarownxcs un

apyrue.
2. HopmaTuBHOe Konun joOKyMeHTOB B My6nnkyloTCa akTyaNibHble
perynnposaHune (popmate *PDF cBefleHMs 06 efepaTbHbIX U

pernoHanbHbIX 3aKOHaX, MMCbMax
0opraHoB BnacTu v gpyrue
HOPMaTUBHO-NpPaBOBbIe
LOKYMEHTHI, pernaMeHTupytoLme
obecnevyeHne NHHOPMALMOHHOA
6e3onacHocTU
HecoBepLUEeHHOIETHUX.
Jonyckaetcsi BMECTO KonuiA
pasMellaTb rMMNepcChbiiKN Ha
COOTBETCTBYHOLLME JOKYMEHTHI Ha
caiTax opraHoB rocyfapcTBeHHO
BNACTMW.
3. TMeparornyeckmm TeKCT Ha cTpaHuue PasmelatoTca meTognyeckme
paboTHUKaM cainTa pekoMeHJaumny 1 yKasblBaeTcs
Konun jOKyMeHTOB B MH(OpMaLmMsa 0 MEPONPUATUSAX,
(hopmate *PDF NpoekTax u nporpamMmmax,
HanpaB/ieHHbIX Ha MOBbILEHKE
WMH(MOPMaLNOHHON rpaMOTHOCTM
nejarorayeckmx paboTHMKOB.
4. O6yvarowmnmcs TeKCT Ha CTpaHuLe PasmMelyaetca MHhopMaLnoHHas
caiita namatka (npunoxexue Ne2) un
yKa3blBaeTcs MHhopmaums o
MEepPONpPUATUAX, NPOEKTaxX M
nporpaMmmax, HanpaBneHHbIX Ha
MOBbILIEHNE NHPOPMALMOHHOIA
rpaMoTHOCTM 06yuvatoLmxcs.

5. Pogutensm (3aKOHHbIM TeKcT Ha cTpaHuue Pa3mellaetcsa nHpopmMaLMoHHas
npescTaBUTeNaM) cainTa namsaTka (npunoxeHume Ne3).
obyyaroLmxca

6. [eTckue 6e3onacHble canTbl  TEKCT Ha CTpaHuue Pasmelyaetcs MHQopmauus o

canTa peKoOMeHAYeMbIX K

NCMNOMb30BaHUIO B yYEOHOM
npouecce 6e3onacHbIX caiTax,
6aHHepbl 6e30NacHbIX AeTCKUX
CanToB.

OpraHam, OCYLLeCTBAAIOWMNM YynpaBreHne B cepe 06pa3oBaHWsA, PEKOMEHAYeTCA Ha

CBOMX O(hULManbHbIX MHTepHeT-pecypcax 06ecnedunTb (YHKLMOHUPOBAHWE CaMOCTOSTENbHOIO

W CrneunannsnpoBaHHoro pasgen «WHdgopmaunoHHas 6e30MacHOCTb», B pamMKax KOTOPOro

npeaycMoOTpeTb pasMelLeHmne cneaytoLleldi MHpopMaLumm:



Mpunoxexune IN. MamaTKa ANs o6yyatoLmxcs 06 MHHOPMaLMOHHON 6e30MacHOCTM aeTeld

HE/1b3A
1 Bcem nogpaf coobulaTb CBOK YacTHYH WH(oOpmMauuio (HacToswme mms, hamuiuto,
TeneoH, afpec, HOMepP LUKOSbI, a TaKkxKe oTorpaum cBou, CBOEN CCMbU U Apy3eit);
2. OTKpbIBaTb B/IOXKEHHbIE (hai/ibl 3N1EKTPOHHO MOYTHI, KOrAa He 3Haellb OTNpaBUTENs;
3. [pybuTb, NpuANpaTbhCs, OKa3blBaThb JaBMEHE — BECTU Ce6S1 HEBEX/IMBO U arpecCUBHO;
4. He pacnopsxalica [feHbramMn TBOE CeMbW 0e3 paspelleHus CTaplumx - Bcerga
cnpawuBaii poanTenei;
5. He BcTpevaiica ¢ WHTepHeT-3HaKOMbIMU B peanbHOl XKWM3HM - MOCOBETYWCA CO
B3pOC/IbIM, KOTOPOMY [0BepsieLLb.
OCTOPOXXHO
1 He Bce nuwyT npasgy. YuTaelb o cebe Henpasay B VIHTepHeTe — coobLWmM 06 3TOM
CBOUM POAUTENAM WK ONeKyHawm;
2. TlpurnawaroT nepenuncbIBaThHCA, MipaTh, 06MEHMBATLCA - MPOBEPb, HET /N MOABOXA;
3. HesakoHHOe KonvpoBaHue (haiinos B VIHTepHETe - BOPOBCTBO;
4. Bcerja pacckasblBail B3poc/biM 0 Npobiemax B CETW  OHWU BCerga noMoryT;
5. Wcnonb3yii HacTpoiikyn 6e30macHOCTM UM NPUBATHOCTW, 4TOObI He MOTEPsSTb CBOW
aKKayHTbl B COLCETAX W ApYrnx rnopranax.
MO>XHO
1 Ysaxali gpyrmx nosnb3oBaTeneil;
2. Monb3syelubes NHTepHE!-UCTOUHUKOM - Jenai CChiNKy Ha Hero;
3. OTKpbIBaW TONbKO Te CCbINKKN, B KOTOPbIX YBEPEH;
4. ObwaTbCs 3a MOMOLLLIO B3POC/bIM - POAWUTENW, OMEKyHbl W agMUHUCTPaLWs CainToB
BCerja nomMoryT;
5. [Mpolian obyuyeHne Ha caitTe «CeTeBUYOK» M MOAYyYM NAcropT LMGPOBOro rpaxaaHnHal



MpunoxeHue .Ys2. MHpopMaLNOHHAA NamMsATKa Ans obyyatowmxcs ans pasMeLleHns Ha
ouumanbHbIX NHTepHeT-pecypcax

C KaXXabIM rogoM MONoAeXW B UHTEPHETE CTaHOBUTLCA 60/bLUe, a LWKOMbHUKN OAHN U3
CaMbIX aKTMBHbIX MNO/b30BaTENEN PyHeta. Mexay Tem, MOMWMO OFpOMHOr0O KO/MiMYecTBa

BO3MOXHOCTE, NHTEPHET HECeT M Npob/emMbl. 3Ta NaMsTKa Ao/KHA NOMoYb Tebe 6e30MacHo
HaxoauTLCS B CCTU.

KomMnbloTepHble BUPYChI

KoMnNblOTepHbIA ~ BMPYC -  3TO  PasHOBWAHOCTb  KOMIMLIOTEPHBLIX — MPOrpamm,
OT/IMUNTENbHOW  OCOGEHHOCTBIO  KOTOPOW  SIBMSIETCA  CMOCOGHOCTb K Pa3MHOXeHMto. B
[OMNO/SHEHWE K 3TOMY, BMPYCbl MOTYT MOBPEAUTb WM MOMHOCTbIO YHUUTOXMTb BCE (haiiibl 1
[aHHble, NOAKOHTPOMbHbIE MO/b30BATEN, OT MUMEHM KOTOPOro Gblfa 3anylieHa 3apaxeéHHas
nporpamMma, a Takxe MOBPeauUTb WM AaXe YHWUTOXMUTb OMepauyOHHYI0 CUCTEMY CO BCeMU
(haiinamu B oM. B 6O/bLUMHCTBE ClyYaeB PacnpoCTPaHSOTCSA BUPYChl Yepes UHTEPHET.

MeTogpl 3aluTa 0T BPeLOHOCHBIX MPOrpamm:

1 Vicnonb3yi cOBpeMeHHble OMepaLMOHHbIE CUCTEMbI, VMEIOLLME CEepbe3HbI YPOBEHb
3allWThl OT BPEAOHOCHBIX MPOrpaMm;

2. TlocTOAHHO YycCTaHaBNMBail mavTu (LMpoBble 3annaTky, KOTOpble aBTOMATUYeCKM
YCTaHaB/MBAKOTCS C LENbl0 [JOPabTKM MporpaMmbl) U Apyrne OGHOBMEHWS CBOEN
ornepaLynoHHON cucTeMbl. CkaumBali MX TOMLKO € OPULMAIBLHOIO caiiTa paspaboTyrka
OC. Ecnu CyLLecTBYET PeXXUM aBTOMaTMYECKOr0 0OHOBMEHNS, BKIKOYU €r0;

3. PaboTail Ha cBOeM KOMMbIOTepe NoA npasaMuy NoMb30BaTeNs, a He afMUHUCTPaTOpPa.
370 He N03BOMUT GOMLLIMHCTBY BPELOHOCHLIX MPOrpaMm MHCTaNAMPOBaTbCA Ha
TBOEM MEepPCOHaIbHOM KOMMbHOTEPE;

4. Vcnonb3yil aHTUBMPYCHbIE NPOrpaMMHbIe MPOAYKTHI M3BECTHLIX NPOW3BOAMTENEN, C
aBTOMaTUYeCcKNM 06HOB/IEHNEM 6a3;

5. OrpaHuyb M3nMYecKnii [OCTYN K KOMNbIOTEPY 418 MOCTOPOHHUX ML,

6. Vcnonb3yid BHELLHWE HOCUTENM MH(OPMaLUK, Takne Kak ielka, AUCK nnu daidn 13
WHTEpHeTa, TONbKO 13 NPOYCPCUHBLIX MCTOYHUKOB;

7. He oTKpbiBali KOMMbIOTepHble (halifbl, NONYYEHHbIE U3 HEHaAEXHbIX WCTOYHUKOB.

Hdaxe Te (haiinbl, KOTOpble NpUcNan TBOW 3HAKOMbIA. Jlydlle YTOYHW Y Hero,
OTMPaBnsAn nu OH Tebe ux.

Cetun WI-F1

Wi-Fi - 310 He BMg nepefayn faHHbIX, HEe TEXHONOMMSA, a BCEro NnLlb 6peHs, Mapka. ELle
B 1991 rogy HupepnaHAckas KoMnaHws 3apeructpupoBana opeHp «WECA», 4yto 0603Havalo
cnoBocoyeTaHne «Wireless Fidelity», koTopblii NepeBOAMTCS Kak «BecnpoBogHas TOYHOCTb.

[0 Hawero BpemeHW powna Apyras abbpeBuatypa, KOTopas SBNSETCH TaKoW e
TexHonorne. 1o abopesnatypa «Wi-Fi». Takoe Ha3BaHUWe ObINO JaHO C HAMEKOM Ha CTaHAapT
BbICLUMIA 3BYKOBOI TexHWKKU Hi-Fi, 4TO B NepeBoae 03Ha4aeT «BbICOKas TOYHOCTb».

[a, 6ecnnaTHbIi UHTEPHET-AOCTYN B Kade, OTENsX W asponopTax SBASETCS OT/NYHOM

BO3MOXHOCTbIO BbIXOfa B MHTEPHET. HO MHOIMe 3KCNepThl CYATAIOT, YTO 06LLEAOCTYMNHble Wi-
Fi ceTn He aBnstoTCA 6€30MacHbIMU.

CoBeTbl Nno 6e3onacHOCTN paboTe B 06LLLeA0CTYMHbIX ceTax Wi-fi:



He nepegaBaii CBOK NMYHYH MH(OpMauUMio 4epe3 obuiegocTynHole Wi-Fi cetw.
PaboTas B HWX, >XenaTeflbHO He BBOAWTbL NaponM [0CTYyNa, JIOTUHbI WM Kakue-To
HoMepa,;

Mcnonb3yii M 06HOBNSAN aHTUBUPYCHbIE NMporpaMmmebl U 6paHaMayep. TeM cambIM Thbl
o6e3onacuilb cebs OT 3aKauku BMpYca Ha TBOe YCTPOMCTBO;

Mpu ucnonb3oBaHuM Wi-Fi oTkmoun yHKUnMo «O6BLWMA focTyn K dhailnam v
npuHTepam». [aHHas QYHKUMA 3aKpbiTa MO YMONYAHWIO, OfHAKO HEKOTOpble
MoNb30BaTeNIN aKTUBUPYIOT eé Ans ya06CTBa UCMONb30BaHWS B paboTe unm yuebe;

He ucnonb3ayii ny6nunuHbii WI-FI gnsa nepegayn Au4HbIX faHHbIX, Hanpumep Ans
BbIX0Ja B COLMaNbHbIE CETU WN B 3NEKTPOHHYIO NOYTY;

Mnonb3yii TONbKO 3aluLeHHOe coeauHeHue yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-afpeca BBOAU UMeHHO «httpsuV/»;

B Mmo6unbHom  TenedpoHe  OTKMOUM  yHKUMO - «[logkmodeHne K Wi-Fi

aBTOMaTUYeCKn». He gonyckail aBTOMaTUYeCKOro NoAKNYeHNs YCTPOIACTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU aKTMBHO BXOAAT B Hally XW3Hb, MHOrMe NIOAM paboTalT U XUBYT
TaM MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MWANAPL YeN0BeK, YTO SBASETCA OLHOM
cefbMOli BCex Xuteneik nnaHeTbl. MHOrve nofb3oBaTenn He MOHUMAKDT, YTO WMHGOPMaLMS,
pasMeLLeHHas UMW B COLMANbHbIX CETAX, MOXET ObITb HalijeHa U MCMOMb30BaHa KeM YTOAHO, B
TOM uncne He 0653aTeNlbHO ¢ 61arvMm HamepeHUsMu.

OCHOBHbIe COBETbI MO 6€30MacHOCTM B CoUMa/IbHbIX CETAX;

1

2.

OrpaHuyb CNUCOK fpy3eli. Y Tebs B APY3bsiX He [AO/MKHO ObiTb CAy4YaiiHbIX K
HE3HaKOMbIX NtO[eN;

3almuaii CBOK YacTHYH XM3Hb. He ykasblBaii naponwu, TenedoHbl, agpeca, Aaty
TBOEr0 POXAEHUS W APYTYH0 NNYHYIO WHA(OPMaUMIO. 3M0YMbILLAEHHUKA MOTrYT
MCNOMb30BaTh [laXe WMH(OPMaLMI0 0 TOM, KaK Thbl M TBOW POAWUTENN MNNaHUpYyeTe
MPOBECTN KaHMKY/bI,

3alymuaii cBOKH penyTaLuio - AEPXKKW ee B YNCTOTe 1 3aaBaii cebe BOMPOC: XOTen Obl
Tbl, YTOObI ApYrve Monb3oBaTenu BUAENW, UYTO Thbl 3arpyxaewb? Moaymaii, npexae
Yyem YTO-TO OMyO6/IMKOBATb, HAMMCaTb W 3arpy3nTb;

Ecnu Tbl roBopulb C MOABMU, KOTOPLIX HE 3HAaElllb, He WUCMOMb3YI CBOE peaslbHOe
UMS U APYTYH NIMYHYH MHAOPMaLUMKU: UMS. MECTO XXWUTeNbCTBa, MECTO Y4ebbl K
npouee;

M3b6erait pasmelleHus goTorpadmini B IHTepHETe, rae Thbl M300paXKeH Ha MECTHOCTMH,
M0 KOTOPOIi MOXHO OMpPeaenTh TBOE MECTOMO/OXEHNE;

Mpun perncTpaunmn B coLManbHON CeTU HEOOXOAMMO UCMONb30BaTb CMOXHbIE NAPOK,
cocTosue 13 6YKB U UM 1 C KONMYECTBOM 3HAKOB He MeHee 8;

[ns coumanbHOR ceTu, NoYTbl U APYrMX caliToB HEOOXOAMMO WCMO/b30BaTh pasHble

naponn. Torga ecnv Te6s B3NOMAtOT, TO 3/10YMbILUNEHHUKM NOAYYaT JOCTYN TOMbKO
K 0LHOMY MECTY, a He BO BCe Cpasy.

3NeKTPOHHbIE AEHbIU

ONEKTPOHHbIE AeHbIM — 3TO OYeHb YAO0OHLIA Cnoco6 naaTeXxei, O4HaKO CYLLECTBYHOT
MOLLEHHMKW, KOTOPbIe XOTAT NOAYUNTb 3TN feHbra.

ONIEKTPOHHbIE AeHbIM NOSBUANCH COBCEM HeAaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreax Ao CUX nop He nponncaHo npo HMX B 3aKOHaX.



B Poccun ke OHU (DYHKLUMOHMPYKOT M O HUX YXKe MpOMUCaHO B 3aKOHe, Fae WX
pa3fenstoT Ha HECKONbKO BWAOB - aHOHMMHbIE M He aHOHWMHblE. PasHMUa B TOM, WTO
aHOHMMHbIe - 3TO Te, B KOTOPbIX paspellaeTcsi NPOBOAUTL onepauuy 6e3 uaeHTUdMKaummn
MoNb30BaTeNs, a B HEAHOHHMHBIX WAEHTU(MKALMM NONb30BaTENS ABMSETCA 0653aTENbHOIA.

Takke cneayeT pasnnyaTb 3MEKTPOHHbIE (KaTHble AeHbIM (PaBHbI OCYAAPCTBEHHbIM
Ba/1tOTaM) U 3/1eKTPOHHbIE HedMaTHble ieHbrM (He paBHbI FOCYAPCTBEHHbLIM Ba/tOTaM).

OCHOBHbIe COBETbI N0 6e30MacHO paboTe C 3MeKTPOHHBLIMMU [eHbramm:

1. TpuBSAXM K CYETY- MOOMAbHLIA TeneoH. DTO Camblil YA0OHLIA W BbICTPLIA CNOC06
BOCCTaHOBUTbL AOCTYN K cueTy. [NpMBA3aHHLIA TeneoH MOMOXeT, ecnn 3abygellb
CBOI1 NNaTeXHbI Naposb MAW 3aiielllb Ha CailT C HE3HAKOMOTrO YCTPONCTBA;

2. Wcnonb3yit ogHopa3osble naponun. lMocne nepexofa Ha YCWIEHHYHO aBTOpM3aLMIo
Tebe yxe He By[eT yrpoXarb ONacHOCTb KPaXky UM nepexearta NnaTexHoro napons;

3. Bbibepu cnoxHblii naponb. lMpecTynHukam 6yfeT He NPOCTO YrajaTb CAOXHbIN
naposib. HafexHble naposn — 3T0 Naposv, KOTOpble COAEPXAaT He MeHee 8 3HAKOB U
BK/IHOHAKOT B Ce0S CTPOUHbIE M NPOMUCHbLIE BYKBbI, LMPLI N HECKO/IbKO CUMBOJIOB,
Takue Kak 3Hak fonnapa, PyHTa, BOCKIMLUATeNbHbIA 3HaK U T.N. Hanpumep, StRONg!;;

4. He BBOAW CBOM NNYHbIE faHHbIE HA CaiiTax, KOTOPbIM He JOBEpSeLLb.

ONeKTPOHHAsA NoYTHK

DNeKTPOHHas MoyTa — 3TO TEXHOMOTUSA U NPeocTaBsieMble €0 YCNYry No Nepechiike u
MONYYEHNIO 3N1EKTPOHHBIX COOOBLLEHWIA, KOTOpble pacnpeaenstoTcs B KOMMbHOTEPHOW CeTW.
O6blY4HO  3NEKTPOHHbIN MOYTOBbLIA  AWMWK  BLIFNAAUT  Cnegylowym  06pas3om:

MMS_Nonb3oBaTens@uMs_ioMeHa. Takxe Kpome nepefaysm MNPOCTOr0 TeKCTa, VMeeTcs
BO3MOXHOCTb MNepefaBaThb (aiisbl.

OCHOBHbIe COBETbI M0 6e30MacHoi paboTe ¢ 3NEKTPOHHOI NOYTOIA;

1 Hapgo BblGpaTb NpaBUIbHLIA MNOYTOBLIA CepBUC. B MHTEpHeTe eCTb OFPOMHbIN BbIOGOP
6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, OLHAKO Nyulle JOBEPATb TeM, KO0 3Haelllb U KTO
MepBbIil B PEATUHTE;

2. He ykasblBaii B NMYHOI nouTe NUYHYO MHDopMauuio. Hanpumep, nydlle Bbi6paTb
«MY3blKaNbHbIA_haHaT@» nnn «pok2013» BMecTo «TeMal3»;

3. Wcnonb3yin 4ByX3Ta/iHyt0 aBTOpM3aLuio. 3TO KOrha NOMUMO Napons HY>XXHO BBOAUTH
Kog, npucbinaemMblii Ho SMS;

4. Bblbepy CNOXHbLIA Maponb. [N Kaxgoro noytoBOro AWMKa [OMKeH OblTb CBOM
HaJeXHbI, YCTONYMBLIN K B3/10MY Naposb;

5. ECnu eCTb BO3MOXHOCTb HammucaTb CaMOMy CBOM NMYHBIA BOMPOC, WUCMONL3YI 3Ty
BO3MOXXHOCTb;

6. Mcnonb3yii HeCKONbKO MNOYTOBLIX AWMKOB. [lepBblii AN YacTHOW Nepenucku ¢
ajipecatamu, KOTOpbIM Tbl [OBepsellb. 3TO 3NeKTPOHHbI afpec He Hajo
MCNOMb30BaTh NPY perncTpaumm Ha hopymax v caitax;

7. He oTKpbiBail haitnibl 1 Apyrue BAOXKEHUA B NUCbMAaX faXe eCnM OHU MpULLIN OT
TBOMX ApYy3ei. JTyulle yTOUHW Y HUX, OTAPaBASAAN NN OHU Tebe 3Tu aiinbi;

8. lMocne OKOHYaHMs PaboTbl Ha MOYTOBOM CEPBMCE Mepef 3aKpbITUEM BKNAAKW C
CaTOM He 3abyab HaXKaTb Ha «BbInTh».



KnbepobynnuHr unm BupTyanbHoe U3feBaTeNbCTBO

Kun6epbynnHHr — npecnefoBaHie COOGLLEHUSMKN, COAEPXKaLMMN  OCKOP6eHMs,

arpeccuio, 3anyrmBaHue; XynmraHcTteo, counasibHOE 60I7IKOTVIpOBﬁHVIE C NOMOLLbIO Pa3NYHbIX
MHTEPHET-CEPBICOB.

OCHOBHble COBETbI M0 60pbbe C KNOep6YNTHHIOM:
1 He 6pocaiica B 60i. JTyulumnii cnoco6: NOCOBETOBATLCS Kak cebs BECTU W, eCin HeT
TOro, K KOMy MOXHO 00paTuThCs, TO BHauase YCMOKOMTbCA. Ecnn Tbl HauHellb

0TBeYaTb OCKOPOMNEHMAMM Ha OCKOpO6/eHUs, TO TOMbKO elle 60/blle PasoXOKeLlb
KOHMNKT;

2. YnpaBnsii cBoel KHOeppenyTaLHel;

3. AHOHMUMHOCTb B CeTu MHuMas. CyLLecTBYIOT CrocoObl BbIACHUTb, KTO CTOUT 3a
QHOHMMHbIM aKKayHTOM;

4. He CTOMT BECTW XYNUTAHCKWIA 06pa3 BUPTY a/bHOM XXM3HWN. VIHTEPHET (nKCMpyeT Bee
TBOW [eWCTBUS U COXPaHAET UX. Y aanTb UX OYAeT KpailHe 3aTpyAHUTENBHO;

5. Cobntogali cBoV BUPTyasibHYI0 YeCTb CMOSOAY;

6. WrHopupyin eguHW4HbIA HeratuB. OfHOPa30Bble OCKOPOMTE/NbHbIE COO6LLEHUA
Nnyule urHopuposatb. OBbIYHO arpeccus NPeKpaLlaeTcs Ha HauyabHON CTaauu;

7. BaH arpeccopa. B nporpamMmmax o6MeHa MrHOBEHHbLIMMW COOOLLEHNSMU, B COLMANTbHBIX
CeTAX €CTb BO3MOXHOCTb O/IOKMPOBKM OTMPaBKM COOOLLUEHWI € OMpeaeneHHbIX
aipecoe;

8. Ecnn Thl cBugeTenb KubepbynnuHra. TBOM AEACTBMS:  BbICTYNWUTbL MNPOTUB
npecnegoBatens, nokasatb €My, 4YTO €ro AefACTBWUS OLEHMBAOTCA HEraTuMBHO,

NoAAEPXaTb XKEPTBY, KOTOPOM Hy)KHA MCUXOMOrnYeckas MOMOLLb, COOBLIUTb
B3POC/bIM O (haKTe arpecCMBHOIO MOBEAEHMS B CETU.

Mo6unbHbIA TenedoH

CoBpeMeHHble CMapT(oHbl U NMaHWETbl CcoAepXaT B CceGe BMOMHE B3POC/blii
(YHKUMOHAN, WU Tenepb OHW MOFYyT KOHKYpMpOBaTb CO CTaLMOHAPHLIMU KOMMbIOTEPAMM.
OfHaKo, CPeACTB 3aWmnTbl ANs NOA0GHbLIX YCTPOCTB MOKa 0YeHb Masio. TeCTUPOBaHUE W MOWCK

YSI3BMMOCTEN B HUX MPOMCXOAUT He TaK MHTEHCUBHO, Kak Aans MK, To e camoe KacaeTcs M
MOGMW/IbHBIX NPUIOXKEHNIA.

CoBpeMeHHble MOGU/bHbIE 6pay3epb| Y>XXe NpPakKTU4eCKn AOrHa/in HaCTOJIbHbIE aHa0rn,

OfHAaKO pacLUMpeHne (YHKUMOHana BMEYET 3a COOOM O6OMbLIYI0O CAOXHOCTb U MEHbLLYHO
3aLMLLEHHOCTb.

[laneko He BCe NPOWM3BOAWTENN BbIMYCKAOT OGHOBMEHUS, 3aKpbIBalOLME KPUTUYECKNE
YS3BUMOCTU ANS CBOMX YCTPOWACTB.

OCHOBHble coBeTbl fi/15 6€30MacHOCTU MOBUNBLHOIO TenegoHa:

1. Hwyero He sBnseTcs MNO-HacTosleMy 6ecnnaTHbIM. Byfb OCTOPOXeH, Befb Korfa
Tebe npefnaraloT 6GecnnaTHbI KOHTEHT, B HEM MOFYT OblTb CKPbITbl KaKue-To
nnatHble ycnyru;

2. [ywmaii, npexge 4em oTnpasutb SMS, oTO AN BMAEO. Thl TOYHO 3HaELUb, FAe OHK
OyLyT B KOHEYHOM unTOre?

Heo6xoaMmMo 06HOBNATL ONepauyoHHYH0 CUCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yi aHTMBUPYCHbIE NPOrpamMmMbl 415 MOBU/IbHBIX TeNetoHOB;

w



5. He 3arpyxail npnnoxeHus oT HEM3BECTHOIO UCTOYHWKA, BEAb OHWU MOTYT COAepXaTb
BPefOHOCHOE MporpaMMHoe o6ecrneyeHue;

6. lMocne TOro Kak Thl BblifeWb C caiita, rae BBOAWA IMYHYIO UH(OPMaUno, 3aigm B
HacTpoiiKn 6paysepa n yaanum cookies;

7. Tepuogmyeckn NpoBepsaii Kakne naaTHble YCNYrn akTUBMPOBAHbLI Ha TBOEM HOMEPE;

8. [Jasali cBoil HOMep MOOMWILHOIO TeneoHa TONbKO MOAAM, KOTOPbIX Thl 3HaelWb U
KOMY f0BepsieLlb;

9. Bluetooth gomkeH 6biTb BbIKMOYEH, KOrga Thl UM He Nonb3yewbcd. He 3abbiBali
MHOTr4a NpoBEPATH 3TO.

Online urpbl

CoBpeMeHHble  OHMAMH-UTPbl - 3TO KpacOYHble, 3axBaTblBaloWMe pa3BAeYeHNUs,
06beAVHAIOWME COTHM ThiCAY YeNOBEK NO BCeMy MUpy. Wrpoku uccnefytoT AaHHbIA UM Mup,
06LiarTCs APYr C APYTrOM, BbIMOMHAT 3afaHNs, CPaXKatTCA C MOHCTPAMM U MOMYyYatoT OMbIT.

3a yA0BO/ILCTBME OHW NAATAT: MOKynawT AWUCK, OMayvBarT aboHEMEHT unu npmo6peTa+0T
KaKune-T1o onuunn.

Bce 3Tu cpeactea WAYT Ha MNOAAepXKaHWe W pasBUTME WUIPbl, a TakKKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbl aBTOPM3aLMMW, BbINYCKAOTCS HOBble NaTuu
(undpoBble 3annaTky Ans NPOrpaMm), 3aKpPbIBatOTCA YSA3BUMOCTY CEPBEPOB.

B I'IO,EI,06HbIX nrpax CTouT onacatbCA He CTOJ/IbKO CBOUX COMEPHWUKOB, CKOJ/IbKO KpaXu
TBOEro naponad, Ha KOToOpom OCHOBaHa CUCTEMa aBTOPU3aLnn 60MbLUNHCTBA nrp.

OCHOBHbIe COBETbI N0 6e30MacHOCTU TBOEr0 UrPOBOr0 aKKayHTa:

1. Ecnu gpyroi urpok sefet ce6s naoxo unm cosgaeT Te6e HEMPUATHOCTK, 3a610KMpYiA
ero B CMUCKe UTPOKOB;

2. TMoxanyiica agMUHWCTpPaTOpaMm Wrpbl Ha M0X0€ MOBeAEeHUe 3TOr0 WrpoKa,

XenatefbHO MPUNOXUTL KaKue-To fOoKa3aTeNbCTBa B BUAE CKPUHOB;

He yka3sblBali TMYHYIO MH(OPMaLUIO B Npodaiine urpsl;

YBaxai pyrux y4acTHUKOB MO UTpE;

He ycTaHaBnuBai HeogmumanbHble NaTim 1 Mobl;

Wcnonb3yil cnoXHble 1 pasHble Naponu;

[axe BO BpemMs Wrpbl He CTOWT OTK/OYaTb aHTMBMPYC. oKa Tbl Urpaellb, TBOI

KOMMNbIOTEP MOTYT 3apasnTh.

No ok w

OUWNHT UK Kpa>Ka MNYHbIX AaHHbIX

O6blYHOW KpaXkeid AeHEr U [AOKYMEHTOB CErofHs Y)Xe HUKOro He YAWBULb, HO C
PasBUTUEM  WMHTEPHET-TEXHONMOTUWA  3N10YMBILUNIEHHUKM  MNEPEMECTUINCL B WHTEPHET, W
MPOAO/MKAIOT 3aHUMATbCS «/106UMbIM» AEN0M.

laK MosiBMMaCb HOBas yrposa: MHTEPHET-MOLIEHHWMYECTBA WAM (PULLWHF, FNaBHas Lefb
KOTOPOro COCTOMT B MONyYeHWMN KOH(MAEHLMANbHbIX [JaHHbIX MOMb30BaTeNeil — NOrMHOB U

naponeii. Ha aHrnmiickom asbike phishing untaetca kak duwnHr (o7 fishing — pbi6Has nosns,
password — naponb).

OCHOBHble coBeTbl N0 60pbbe C PULIMHIOM:

I. Cnegn 3a cBOMM akkayHToM. Ecnau Tbl nogospesaellb, 4YTO TBOA aHKETa 6bina

B3/lOMaHa, TO Heo6XxoaMmMo 3abnoKupoBaTb €e M COO6WWUTL aAMUHUCTpaTopam
pecypca 06 3TOM KaK MOXHO CKOpEE;



2. Wcnonb3ylh 6esonacHble Be6-caliThl, B TOM 4UC/ie, WHTEPHET-MarasuMHoB W
MOMCKOBbIX CUCTEM;

3. Wcnonb3yii cnoxHble 1 pasHble naponu. Takum o6pas3om, ecnu Tebs B3OMalOT, TO
3I0YMbILUSIEHHMKM NOAyYaT AOCTYN TONbKO K OAHOMY TBOEMY MpPOUI0 B CETU, a He
KO BCEM;

4. Henn T1eba B3nOManu, TO HeO6XOLMMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX,
KoTopble fo6aBneHbl y Tebs B ApYy3baX, O TOM. YTO Tebs B3/IOMann 1, BO3MOXHO, OT
TBOEr0 MMEHW BYfeT paccbinatbCa Crnam U CCbIMKW Ha (PULLMHIOBbLIE CalThI;

5. YcTaHOBW HafexXHblin naponb (PIN) Ha MOGUNbHLIA TeNnedoH;

OTK/oUM coXpaHeHMe Napons B 6paysepe;

7. He oTkpbiBail (haitfibl 1 Apyrue BAOXKEHUS B MUCbMax faXKe eciy OHU NpULWAn OT
TBOUX Apy3eii. Jlydlue yTOUHU Yy HUX, OTNPaBAAN 1 OHKU Tebe 3Th (aiinbl.

o

Lincpposas penyTauus

Lindposas penytauus - 3T0 HeratMBHas WM MO3UTMBHAA WHGopMaumsa B CeTU O Tebe.
KomnpomeTupytowas WHpopMaumns pasMelleHHas B MHTEpPHETe MOXeT Cepbe3HbiM 06pasom
0Tpa3nTbCs Ha TBOEN peasibHON XM3HW. «LlndpoBas penyTtauus» - 3TO TBOW UMUK, KOTOPbIN
thopMmpyeTca U3 MHopMaLnn o Tebe B UHTEPHeTE.

TBOe MEeCTO XWTeNbCTBA, YUebbl, TBOE (MHAHCOBOE MO/OXEHMEe, 0COBEHHOCTM XapaKTepa
1 paccKasbl 0 6M3KUX - BCE 3TO HaKarn/jMBaeTCs B CETMW.

MHorue noApoCcTKN NErkKOMbIC/IEHHO OTHOCATCS K Ny6/MKaLMUM INYHOW MH(opMaL iy B
HTepHeTe, He MOHMMAas BOSMOXHbIX NOCAeACTBUIA. Thl fJaXe He CMOXeLlb 40oraaaTbCs O TOM,
yTo (hoTorpacusi, pasmeLeHHas 5 neT Hasaf, cTana NPUYMHOIN 0TKasa NPUHATL Tebs Ha paboTy.

KoMMmeHTapumu, pasmelleHuMe TBOMX oTorpauii W Apyrue [encTBus MOTYT He
MCYE3HYTb faXke Mocne TOro, Kak Tbl WX YyAanuwb. Tbl He 3Haellb, KTO COXpaHWA 3Ty
MHOpMaLMIo, nonana M OHa B MOUCKOBbLIE CUCTEMbl WM COXPaHWAach M OHA a FNaBHOE: YTo
nofymaloT 0 Tebe OKpy>Karollee NIOAN, KOTOpble HaWayT M YBUAAT 3T0. Hailtn uHdopmalmio
MHOrO NieT CNyCTS CMOXET /Moboi - Kak U3 J0OpbIX MOOYXAEHWIA, TaK M C HaMepeHWEM
NPUYUHNTL BpeL. 3TO MOXET ObiTb KTO YIOAHO.

OCHOBHbIe COBETbI N0 3alnTe LUDPOBOA penyTaLuu:

1. Togymaii, npexge 4Yem 4YTO-TO My6/nMKOBaTb WM nepefasaTh y cebs B 61ore v B
counanbHol ceTu;

2. B HacTpoiikax npotmas ycTaHOBM OrpaHUYeHUst Ha MPOCMOTP TBOEro Mpodnas u ero
COLEPXKMMOTO, cAenait ero ToNIbKO «4Ns Apy3ei»;

3. He pa3smeluali 1 He yKasblBali MH(hOpMaLMIO, KOTOpPass MOXET KOro-mbo 0cKopbnsiTh
nnn obmxartsb.

ABTOpCKOEe npaso

COBpPEMEHHbIE  LUIKOMIbHUKN- aKTUBHbIE MOMb30BaTeNM  LMPOBOro NPOCTPAHCTBA.
O/HaKO Janeko He BCe 3HAIOT, UTO MO/b30BaHWEe MHOTMMU BO3MOXHOCTAMMW LM(POBOro Mupa
TpebyeT CO6M0AEHNS NPaB HA UHTENNEKTYalbHYO COBCTBEHHOCTb.

TepMUH  «UHTeNNeKTyanbHass COOGCTBEHHOCTb» OTHOCWUTCS K Pas/iMuHbIM TBOPEHMAM
Ye/I0BEYECKOr0 yMa, HauyMHas C HOBbIX M300PETEHWUI M 3HAKOB, 0603HaYaloLWMX COOGCTBEHHOCTb

Ha NpOAYKTbl W YCAYrM , W 3aKaHuMBas KHUramu, oTorpagusmu, KuHODUAbMaMU U
MY3blKa/IbHbIMU NPON3BEAEHNSMU.



ABTOpPCKME MNpaBa - 3TO NpaBa Ha MHTENNEKTyalbHyt0 COGCTBEHHOCTb Ha NMPOU3BEAEHUS
HayKu, NTepaTypbl U NCKycCTBa. ABTOPCKME MpaBa BbICTYNalOT B KAYECTBE rapaHTUK TOr0, UTO
VHTENNEKTYaNbHbIA/TBOPYECKUIA TPy aBTOpa He GYAET HanpacHbIM, JacT emy CrpaBef/vBble
BO3MOXHOCTW 3apaboTaTb Ha pe3y/bTaTax CBOEro TpyAa, MoayuynTb U3BECTHOCTb U MpPU3HAHUE.
HuKTO 6e3 paspeLLeHns aBTopa He MOXET BOCMPON3BOANTL €r0 NPOM3BeLEHNE, PACpPOCTPaHATb,
ny6/AMYHO AEMOHCTPMPOBATh, MNPOAaBaTb, MMMOPTMPOBATb, MycKaTb B MNpoOKaT, My6/NYHO
MCMOMHATb, NOKa3blBaTb/MCMOMHATL B 3(hMpe WK pasMellaTh B VIHTepHeTe.

Mcnonb3oBaHMe «NMpaTCKOro» nporpammMHoro obecrneyeHns MOXeT NpnUBeCTU K MHOTNUM
puckam: OT noTepn AaHHbIX K TBOMM aKKayHTaM [0 6!10KVIpOBKI/I TBOEro yCTpOﬁCTBa, rge
yCTaHOBHEHHbIVI He neranbHad npoq)amma. He cTouT Takxe 3abbiBaTb, 4TO CyLLECTBYET
neranbHble 1 6ecnnaTHble nporpaMmmsbl, KOTOPblE MOXXHO HalTK B CETK.

O nopTane

CeTeBMYOK.p - TBOI FNaBHbI COBETYMK B CETWU. 3[4eCb Tbl MOXEWb Y3HaTb O
6€30MacHOCTM B CETW MOHSATHLIM W JOCTYMHbIM S3bIKOM, a MPW BO3HUKHOBEHUW KPUTUYECKON
CUTyaUuun o6paTUTbCS 3a COBETOM. A TakXe MPUHSATb y4yacTMe B KOHKypcax W CTaTb CaMblM
LM(POBLIM FpaXkaaHUHOM!



MpunoxeHune Ne3. MNMamu rka gnsa poauTtesneid 06 MHHoOpMaLMOHHON 6e3onacHOCTU AeTeld

OnpefeneHne TepMUHa «MH(OPMaLMOHHAA 6e30NacHOCTb AeTei» COLepPXUTCH B
depepanbHoM 3akoHe Ne 436-P3 «O 3awmTe geTeil 0T MHDOPMALMK, MPUUUHSIOWEA Bpen MX

3[10POBbIO

N pasBuTUOo», pPeryanpyroummMm OTHOLWEHNA, CBA3aHHbIE C 3aLLI|I/ITOI7I ,que|7| or

MH(OPMaLMK, NPUYNHSIOLWE BPef UX 3[0POBbIO 1 (1K) pa3sBuTHio. COrnacHo JaHHOMY 3aKOHY
«MH(OPMaLMOHHas 6e30MacHOCTb feTeli» - 3TO COCTOsIHME 3aliWLLEHHOCTW, MPU KOTOPOM
OTCYTCTBYET PUCK, CBSI3aHHbIA C MPUYMHEHMEM WH(OpPMaLveld Bpefa UX 340POBbI U (MK)
(r3nYeCKOMY, NMCMXUYECKOMY, YXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B
300p0BbI0

1

2.

8.
9.

10.

cuny defepanbHoro 3akoHa Ne 436-®3 uHGopmaumein, NPUUMHAIOWEA Bpes
1 (Mnn) pasBUTUIO AeTel, ABNsSeTCS:

MH(OpMaLMA, 3anpeLLeHHas 41 pacnpocTpaHeHns cpeamn eTei;

nHhopmaL s, pacnpocTpaHeHue KOTOpOiA orpaHu4yeHo cpeay
JeTeil  ornpefeneHHbIX BO3PaCTHbLIX KaTeropuii.

K nHopmaumm, 3anpeLleHHO ANa pacnpocTpaHeHUs cpesm feTeld, OTHOCUTCA:
HpopMaLma, nobyxgawLlas feTeil K COBepLUeHWUO [eiCTBUIA, npeacTaBasoLLnX
Yrposy UX XXW3HW W (MNK) 300POBbIO, B T.4. NPUUYUHEHUIO Bpeja CBOEMY 3[0POBbIO,
camoyouincTBy;

CNocO6GHOCTL BbI3BaTb Y Aereil enaHue ynoTpebuTb HapKOTUYECKME CPeACTBa,
NCUXOTPONHbIE W (MAKM) OAypMaHMBalOLME BellecTBa, TabauHble WU3genus,
afIKOrOMIbHYl0 M CAUPTOCOAEPXKAlLylo  MNPOAYKUMIO, MNWBO M HaruTKW,
M3roTaB/MBaEMble Ha ero OCHOBE; MPUHATL y4YacTue B asapTHbIX Urpax, 3aHMMaTbCs
npocTUTyLuel, 6POAsKHNYECTBOM UM MONPOLUAAHNYECTBOM;

0bOCHOBbIBalOWas WM OnpasAblBalowias AONYCTUMOCTb  Hacunua u - (M)
XECTOKOCTN 60 nobyxjatoLlas OCYLLEeCTBAATb HACWNbCTBEHHbIE [eiCTBUA MO
OTHOLUEHWIO K MHOAAM U XKNBOTHBIM;

oTpuLalroLlas ceMeiHble LEeHHOCTU U (hOPMUPYIOLLAS HeyBaXKEHWe K poauTeNnsm u
(nnun) Apyrum yneHam CeMbu;

OMpaBsfblBatoLLas NPOTUBOMpPaBHOE MOBEAEHME;

cojepxallas HeLeH3YpHYLo 6paHb;

cofepxkallan nHhopmalmo NopHorpapuuecKoro xapakrepa.

K MH(opmaLum, pacnpocTpaHeHre KOTOPO/ OrpaHUYeHO Cpeaun feTeii onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1

3.

4.

MH(opMaLmMs, npeacTaBnseMas B BMAE M300pPaXKeHUS UM OMWCAHWUA XXECTOKOCTU,
(m3nyeckoro u  (UIM) MNCUXMYECKOTO HACUAWUA, MNPECTYMNIEHUS WM WUHOro
aHTNOGLLECTBEHHOI O AeNCTBUS;

BbI3blBalOLWLAA Yy AeTeil CTpax, yac WM MaHWKy, B T.4. MpefcTaBnseMas B Buie
N306paXXeHNs WAN OMUCAaHUS B YHWXKaloLleli 4enoBevyeckoe AOCTOMHCTBO (opme
HEHACWNbCTBEHHON CMepTW, 3aboneBaHMs, caMOybuWiiCTBa, HeCcYaCcTHOro cry4as,
aBapuu AN KatacTpodbl U (MNKN) UX NOCNEACTBUIA,

npeacTaBaseMas B BUAE M306PaXEHUA WM ONUCAHUA NONOBbLIX OTHOLUEHWUI MEXAy
MY>XXUMHOW W XXEHLLMHO;

cofiep>kallas 6paHHble C/10Ba U BbIPAXKEHUSA, He OTHOCALLMECS K HELEH3YPHO BpaHu.

C yueTom 3Toro Bam npepnaratoTcs npasuna paboTbl B CeTU VIHTEPHET ANst pasfiMuHbIX

BO3PaCTHbIX KaTeropuii, Cco6MOAEHNE KOTOPbIX MO3BOAUT 06ecneynTb WMHGOPMALUOHHYHO
6e30NacHOCTb BalLUX AeTEN.

OG6LUve npasuna Ans poanTeneit



1 HesaBucumo OT BO3pacTa pebeHka MCMONb3yiTe MNporpamMHoe o6ecreyeHue,
nomoratouiee (UAbLTPOBaTb WM KOHTPOAMPOBATb MH(OPMALMIO, HO He nonarainTech
MONIHOCTLIO Ha Hero. Balle BHUMaHWe K pebeHKy - raBHbIi MeTO[, 3auThbl.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha OHOM U3 coumabHbIX cepBucoB (LivcJoumal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMATE/IbHO W3y4YUTe, KaKyl WH(OPMaLUIO
NOMeLLaloT ero y4acTHUKW B CBOUX Mpogunnsx u 6aorax, Bkaovas gotolpadmm n BUAEO.

3. TlpoBepbTe, C KaKMMKN ApYrMMK caliTamy CBSi3aH COLMabHbIV cepBMC Ballero pebeHka.
CTpaHuykm Bawlero pebeHka MOryT 6bITb 6€30MacHbIMU, HO MOTYT U COAepXaTb CChbIKU
Ha HeXenaTe/lbHble W onacHble caiTbl (Hanpumep, MOPHOCANT, UNKU CailT, Ha KOTOPOM
[pyr ynoMuHaeT HOMep cOoTOBOro TenetoHa Bawlero pebeHka wnav Baw fomaliHwmii
appec)

4. TMoowpsiiTe Bawmux aeteit cooblwiatb 060 BCEM CTPaHHOM WAM OTTANKUBAKOLLUM U He
C/IULLKOM OCTPO pearupyiiTte, Korga oHu aro genatot (M3-3a onaceHus noTepsaTh 4OCTyN K
VIHTEpHETY- [eTW He roBOpAT poauTensM O npobremax, a Takke MOryT HauaTb
MCNONb30BaTh VIHTEPHET BHE iOMa U LUKObI).

5. byabTe B Kypce CeTeBON M3HW Ballero pebeHka. VIHTepecyiiTecb, KTO UX Apy3bs B
VHTepHeT Tak e, KaK MHTepecyeTech peanbHbIMU ApY3bAMU.

BospacT oT 740 8neT

B VIHTepHeTe pebeHOK CTapaeTcsi MOCETUTb Te WM MHble CaiiTbl, @ BO3MOXHO W YaTbl,
paspeLleHne Ha NOCELLeHMe KOTOPbIX OH He Mosyunn 6bl OT poauTeneid. MoaTomy poauTensm
0COGEHHO MOMe3Hbl ByayT Tre OTYeTbl, KOTOPble MNPeAoCTaBsAtOTCA MporpaMmamy  no
OrpaHUYeHN0 MCMOb30BaHMA WHTepHeTa T. e. POAUTENbCKWIA KOHTPONMb WAM TO, YTO Bbl
CMOXeTe YBUAETb BO BPEMEHHbIX (haiinax. B pesynbTare, y pebeHKa He GYAET OWYLIEHUS, YTO
3a HUM BefETCS MOCTOSIHHbIA KOHTPO/b, OfHAKO, POAUTENN GyAyT MO-MpeXHeMy 3HaTb, Kakue
caiiTbl nocewlaeT nx pe6eHoK. [leTn B fJaHHOM Bo3pacTe 06/1aAaloT CUIbHBIM YYBCTBOM CEMbY,
OHM [J0BEPYMBBLI U HE COMHEBAKOTCA B aBTopuTeTax. OHW NOGAT WUrpaTb B CETEBblE WUIPbl W
MyTeLecTBOBaTb N0 VIHTEPHETY, UCMOMb3ys 3MEKTPOHHYH MOYTY, 3aXO4UTb Ha CaiiTbl U YaTbl,
He peKOMeHZ0BaHHbIe POAUTENSAMMU.

CoBeTbl Mo 6e30MacHOCTN B ceTn VIHTepHET ansa aeteid 7-8 net

1 Co3sgainTe cnncoK AoMallHUX MpaBua foceweHns VIHTepHeTa npu yyactum feTeinl u
TpebyiiTe ero BbIMOAHEHWS.

2. Tpebyitte oT Bawero pebeHka COOGMIOAEHMS BPEMEHHbIX HOPM HaxXOXAeHWs1 3a
KOMNbHOTEPOM. MokaxmTe pebeHKy, YTo Bbl HabnoAaeTe 3a HAM He MOTOMY 4TO Bam
3TO X04eTcs, a NOToMy 4TO Bbl 6ecnokomTech 0 ero 6e30MacHOCT U Bcerfja roTosbl
emy MoMOYb.

3. KomnbloTep ¢ nogknoueHemM K VIHTEpPHETY AOMKEH HaxXoAWTbCA B OOLLUEA KOMHaTe
noj NPUCMOTPOM POAMUTENENA.

4. Wcnonb3yiiTe cneunanbHble AeTCKUE NMOUCKOBbLIE MaLLWHBI.

5. Wcnonb3yiiTe cpefcTBa 610KMPOBaHUA HEXeNaTelbHOr0 KOHTEHTa Kak JoNo/IHeEHWe K
CTaHAapTHOMY POAMUTENIbCKOMY KOHTPOSIO.

6. Cos3paiiTe CeMeMHbIA 3NEKTPOHHbIA AWMK, 4TOObI He MO3BOMUTL [ETAM WMETH
cO6CTBEHHbIE agpeca.

7. Bnokupyiite AOCTyn K calitam ¢ 6ecrniaTHbIMW NOYTOBLIMM AWMKAMW C NMOMOLLbIO
COOTBETCTBYIOLLLEr0 MNPOrpamMMHOro obecneyeHus.

8. Tlpuyuute peteli coBeToBaTbCA C Bamu nepef ony6AuMKOBaHMEM Kakoi-nMb0
MH(OPMaLMN CPescTBaMK 3/IEKTPOHHOM MOYUThI, YaTOB, PErMCTPALMOHHBIX (HOpM K
npoguneil.

9. HayunTe pfeTeii He 3arpyxaTb (aiifnbl, Nporpammbl WAKM My3blKy 6€3 Ballero
cornacws.



10.
11.

12.

13.

14.

He paspeluaiiTe geTaM UCNONbL30BaTb CAY>KObl MTHOBEHHOTO 06MeHa COOOBLLEHNAMN.
B «6enblli» CNNCOK CainToB, paspeLleHHbIX AnS NOoceLLeHns, BHOCUTE TOMbKO caiiThl ¢
XOpOoLUel penyTaumei.

He 3abbiBaliTe 6ecefoBaTh C feTbMU 06 UX Apy3bsX B IHTepHeTe, Kak ecnin Obl peyb
LU1a 0 ApY3bsAX B peasibHON XXU3HW.

He genalite «taby» 13 BOMPOCOB MOMOBOMA XWU3HW, TaK Kak B VIHTepHeTe AeTn MOryT
Nerko HaTKHYTbCA Ha NOPHOrpaduio UK CalTbl «A9 B3POCNbIX».

Mpuyunte Balero pebeHka coob6LiaTb BaM O JO6bIX Yrposax WM Tpesorax,
CBfI3aHHbIX C NHTepHeTOM. OcTaBaiiTeCb CNOKOMNHLIMU 1 HAMOMHUTE AETAM, YTO OHU
B 6€30MacHOCTU, eciM camy pacckasaim BaM O CBOMX TpeBorax. oxeanute ux u
nocoBeTyliTe NOJOWTK eLle pa3 B NOAO6GHbIX ClyyanX.

BospacT geTeiioT 940 12 neT

B faHHOM BO3pacTe AeTW, KaK MpaBW/io, YXKe Hac/bllaHbl O TOM, Kakas MHopmaums
cyulectByeT B WHTepHeTe. COBEPLUEHHO HOPMa/ibHO, YTO OHWU XOTSAT 3TO YBMAETb, MPOYECTb,
ycnblwatb. MpnM 3TOM HY)XXHO MOMHWTb, YTO JOCTYM K HeXenaTelbHbIM MaTepuanaM MOXHO
NErko 3a6/10KMPOBaTh MPY NOMOLLM CPEACTB POAMTENBCKOTO KOHTPOSIS.

CoBeTbl N0 6e30MacHOCTK ans aeteid oT 9 go 12 net

L

2.
3.

10.

11.

12.

13.

14.

15.

Co3faiTe CNMCOK JOMALUHMX NpaBui noceweHns VIHTepHeT npu yyactum aeTeid u
TpebyliTe ero BbINONHEHMS.

TpebyliTe 0T Baluero pebeHka cob6/04EHNA HOPM HaX0XJEHUA 33 KOMIMbIOTEPOM.
Hab6ntopaiite 3a pebeHKOM Mpw paboTe 3a KOMMNbIOTEPOM, MOKaXWTe eMy, 4TO Bbl
BecnokouTech 0 ero 6e30MacHoOe rv 1 Bcerga roToBbl 0Ka3aTb eMy MOMOLLb.
KomMnbloTep ¢ nofgknoueHnem B VIHTepHET JO/KEH HaxoAuTbCs B O6LLE KOMHaTe
nof NPUCMOTPOM POANTENENA.

Vcnonb3yiTe cpeactsa 6/10KMPOBaHNS HEXEeNaTe/lbHOro KOHTeHTA Kak AOMNOMHEeHMeE K
CTaHAAPTHOMY POANTENIbCKOMY KOHTPOJIO.

He 3a6biBaliiTe NpMHMMaTb HeMoCpPeLCTBEHHOE yUYacTue B XU3HU pebeHKa 6ecefoBaTh
C feTbMu 06 UX Apy3bsax B NIHTepHeTe.

HacTanBaiiTe, 4To6bl A€TU HWKOTAa He COrNnallannch Ha IMYHbIE BCTPEYM C APY3bAMU
no VIHTEpHeT)'.

MMo3BonAiTe AeTAM 3aX0AUTb TOMbKO Ha CaiTbl M3 «Benoro» Crnmucka, KOTopblii
co3faiiTe BMeCTe C HAMM.

Mpuyunte [AeTeil HUKOrAa He BblfaBaTb fIMYHYKO WMHGOPMAUUIO CpescTBamm
3MIEKTPOHHOWA  NOYTbI, 4YaTOB, CUCTEM MFHOBEHHOro 0OMeHa CO06LeHNAMUY,
PErmcTpaLnoHHbIX (OPM, NIMYHLIX Mpoguneldi U Npu perucTpauuyM Ha KOHKYpPCbl B
VHTepHeTe.

MpuyunTe feTeli He 3arpyaTb nporpaMmbl 6e3 Bawlero paspeweHus. O6bacHUTE
MM, 4TO OHW MOryT C/lyYyaliHO 3arpy3uTb BMPYCbl WM [APYroe HexenaresbHoe
nporpaMmMHoe obecrieyeHme.

CospaliTe Baluemy pebeHKY OrpaHWYeHHYI0 YYeTHYH 3anucb Ansa paboTbl Ha
KOMMbLOTEpE.
Mpuyunte Bawero pebeHka coobuwaTb BaMm O NHOObIX Yyrposax WAM Tpesorax,

CBAI3aHHbIX C VIHTepHeTOM. HanoMHuTe feTaM, YTO OHU B 6e3o0nacHoOCTK, eCin camm
pacCcKasaan BamMm O CBOWX TpeBOrax u onaceHuax.

Pacckaute feTaM 0 mopHorpagumn B VIHTepHeTe.
HacTtamBaiiTe Ha TOM. YTOGbI AE€TU MPefOCTaBAAAN BaM AOCTYN K CBOEN 3NEKTPOHHON
noyTe, 4To6bI Bbl YOEANANCH, YTO OHM He 06LLAOTCA C HE3HAKOMLLAMU.

OGbACHMTE  [eTAM, YTO He/lb3s  MCMOMb30BaTb CETb  ANs  XY/MraHCTBa
pacnpocTpaHeHusi CNAeTeH UK Yrpos.



BospacT geTeit oT /3 go 17 neT

B 3TOoM BO3pacTe MOAPOCTKM aKTMBHO MCMOMb3YIOT MOWUCKOBblE MallWHbI, NMONb3YOTCSA
3N1EKTPOHHOI NOYTOM, CNY)X6amMM MIHOBEHHOTO 06MeHa COOGLLEHMSMI, CKauMBaAlOT MY3blKy U
(GunbMbl. Manbunkam B 3TOM BO3pacTe GO/blie MO HpaBy CMeTaTb BCE OFpPaHUYEHUs, OHU
XaXKayT rpy6oro omMopa, asapTHbIX UIp, KApTUHOK «As B3POC/bIX». [eBOYKM MpeanounTaloT

o6WaTbCd B uaTax, MNpU 3TOM OHW Tropa3fo Gonee UyBCTBUTENbHbI K CEKCYya/lbHbIM
fomMoraTenbcTBaM B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe POAUTENAM YXe BecbMa C/OXHO KOHTPONMPOBATb CBOMX
JeTeld, Tak Kak 06 VIHTepHeTe OHM Yy)Xe 3HAlOT 3HauMTeNbHO 60/MblUe CBOUX poauTenei. Tem He
MeHee, He OTMycKaiTe feTeli B «cBOGOAHOE MnnaBaHWe» HO VIHTepHeTy. CTapaliTeCb aKTVBHO
yyacTBOBaTb B 06LeHUN pebeHKa B VIHTepHeTe.

BaxHO Mo-npexHemy cTporo cobniogate npasuna MHTepHeT-6e30nacHoCcTU -
cornalleHvie Mexay poauTenamv v geTbmu. Kpome TOro, Heo6Xo4MMO KaK MOXHO ualle
npocMaTpuBaTb OTYETLI O AeATeNbHOCTU AeTeil B MIHTepHeTe. CneayeT 06paTuTh BHUMaHWe Ha
HeobX0ANMOCTb COAEPXaHWNSA POAUTENbCKMX Maponeidi (Naponeii agMWHUCTPATOPOB) B CTPOroOM
CekpeTe U 06paTUTb BHUMAaHWE Ha CTPOroCTb 3TUX Naposeid.

CoBeTbl No 6e30nacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Cos3painiTe CNUMCOK [AOMALLUHMX MpaBua  MoceleHns VIHTepHeTa npu  y4vacTum
NMoApOCTKOB U TPebyiiTe 6e3yCNOBHOMO ero BbiNOAHeHMs. O6roBopuTe ¢ pebeHKoM
CMNUCOK 3arnpeLleHHbIX CaliToB («4epHblli CMUCOK»), 4yacbl paboTbl B WHTepHeTe,
PYKOBOACTBO MO 06LeHMI0 B VIHTepHeTe (B TOM YuCe B YaTax).

2. KomnbtoTep € nogkntovyeHnem K cetu WIHTepHeT [AO/MKEH HaxOoAWUTbCA B 06LUEi
KOMHarTe.

3. He 3a6biBaiiTe 6ecefoBaTh C AeTbMU 06 MX ApYy3bsiX B LLIFTEpHETC, 0 TOM, YeM OHU
3aHATbl TakMM 06pa3oMm, OyATO peyb MAET O APY3bSIX B PeaslbHOM  KW3HW.
CnpawwuBaiite 0 nOAAX, C KOTOpPbIMW [eTh 06WarTca NOCPeACcTBOM  CAyX6
MIFHOBEHHOro 06MeHa CooObLLEeHNAMK, YTOObI YBeAUTLCS, YTO 3TN NIOAU UM 3HAKOMBbI.

4. Wcnonb3yinTe cpefcTBa 6NOKMPOBaHMS HeXenaTebHOr0 KOHTEHTA Kak A0MO/IHEHME K
CTaHAapTHOMY PoAnTeNbCKOMY KOHTPOSIO.

5. Heobxogumo 3HaTb, KakuMmy YaTamu nonb3ytoTcs Bawwn getu. [Moowpsiite

ncnosb3oBaHNe MOAEPUPYEMbBIX HaTOB U HacTamBaiTe, 4TOObI [eTn He obwanuce B
NPUBaTHOM PEXUME.

6. HactauBaiiTe Ha TOM. UYTOObl [eTW HWKOrAa He BCTPeYaInCh INYHO C APY3bAMU U3
ceTu NHTepHeT.

7. Mpuyunte pfeTeldi He BblgaBaTb CBOK JIMYHYKO WMHGOPMaLMIO  CpeAcTBamm
3NIEKTPOHHOW NOYThl, 4YaTOB, CWUCTEM MIHOBEHHOI0 O6MeHa COO6LEeHUAMM,

PerncTpaumoHHbIX OPM, INYHBIX NPOQUIe U NpU perucTpauuyu Ha KOHKYpCbl B
MHTepHeTe.

8. MMpuyuuTe faeTeii He 3arpyxaTb Nporpammbl Ge3 Ballero paspewleHusi. OGbscCHUTE

MM, UYTO OHM MOTYT C/ly4yaliHO 3arpysuTb BMPYCbl WM APYroe HexenatenbHoe
nporpaMmmMHoe o6ecneyeHue.

9. Mpuyunte Bawero pebeHka coobuwatb BaM O MOObIX Yrposax WM TpeBorax,
CBSA3aHHbIX ¢ NHTepHeTOM. HanoMHWTe AeTAM, Y4TO OHM B 6€30MacHOCTK, eCv camu

pacckasanum BaM, O CBOMX Yrpo3ax WAu TpeBorax. [MoxBasuTe WX W MOCOBETYWiTe
MoAoWTY elle pa3 B NOAO6HBIX CyyasiX.

10. PacckaxuTe fetsaM 0 nopHolpaum B WHTepHeTe. Momorute MM 3aWMTUTLCA OT
cnama. HayyuTe noOApPOCTKOB He BblgaBatb B VIHTEpHETE CBOEro peasibHOro



3/IEKTPOHHOIO afpeca, He OTBeYaTb Ha HeXXenaTefibHble MWCbMa W WCMOJb30BaTb
cneumanbHble NoYToBbIE DULTPLI.

11. MpunyunTe ce6s 3HAKOMUTLCA C caiTamK, KOTOPbIe MOCELAT NOAPOCTKMU.

12. HayuwnTe geTeil yBaxartb Apyrux B MHTepHeTe. Y 6eMTeCh, YTO OHU 3HAKOT O TOM, YTO
npaBunia XOpoLUEero noBeAeHNa AeNCTBYIOT Be3fe — faxe B BUPTya/lbHOM MUpe.

13. O6bACHUTE AeTsAM, 4YTO HM B KOCM C/lyyae Henb3s ucnosb3oBatb CeTb And
XY/IMTaHCTBAa, PacnpoCTPaHEHUS CMIETEH WX YIPo3 APYTrUM NII0AAM.

14. O6eypnTe ¢ NoApoCTKaMy Npo6aembl CETEBLIX a3apTHbLIX UIP Y UX BO3MOXHbIA PUCK.
HanoMHWTe, 4TO Lern He MOryT LIPAaTh B 3TU UrPbl COMNACHO 3aKOHY.

IMOCTOSHHO KOHTpPONMPYTE Mcnonb3oBaHWe WIHTepHeTa Bawwum pebeHkom! 3T0 He
HapylUeHNe €ero MYHOro MPOCTPaHCTBa, a Mepa MPeAoCTOPOXXHOCTM W MposiBNeHne Bauieit
POANTENLCKON OTBETCTBEHHOCTU 1 3a60ThI.



